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ABSTRACT 

 

ARTICLE INFO 

In today’s world we have many issues on data analysis and database server in internet 

security and privacy. But we often face the problem with the privacy of the network 

system and private data. To accommodate this increase in application and information 

quality, net services have enraptured to a multi-tiered style whereby the online server 

runs the applying front-end logic and information is outsourced to a information or 

digital server. IDS play a key role in a computer security technique. But it also has 

drawbacks of its own, to overcome those drawbacks duel security technique is 

introduced based on e-commerce application. I have implemented duel security using 

MD5 algorithm and hashing function, an inbuilt web server of windows 7 ultimate, with 

MYSQL server. This system presents those models the network behavior of user 

sessions across both the front-end web server and the back-end databases. 

Implementing system observance each net and ensuant information requests. Most of 

the people do their transactions through web use. Therefore, there square measure 

possibilities of private figures gets hacked then have to be compelled to be provided 

additional refuge for each net server and information server. For that purpose duel 

system is used. It prevents and identify attacks by intrusion detection system. 
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I. INTRODUCTION 
 

In now day’s database security is a major component of 

each and every organization, database is used for the store 

data in database is not sufficient for any organization, since 

they need to take care of all problems associated with 

information, from that one among the most problems is 

information security. During this paper we have a tendency 

to style with the essential approach that determines whether 

or not information stored. The business cannot afford the 

danger of associate in nursing unauthorized user, observant 

or ever-changing the information in their databases. Web 

services are widely used in social and also their complexity 

has increased. Most of the task such as banking, social 

distancing, and online shopping are done and directly 

depend on web. The wrongdoer attacks backend server, that 

provides the helpful and valuable info, thereby radiating 

front-end attack. Information outpouring is that the huge 

issue for the industries and completely different institutes. 

Intrusion detection system examines the attack separately on 

the net server and information server. So as to guard multi-

tiered net services associate in nursing economical call 

intrusion detection system is required to guard associate in 

nursing attack by mapping net request and SQL question, 

there’s direct the casual relationship between request 

received from the front-end internet server add those 

generated from the data back-end. Dynamic web site 

permits, persistent back-end information modification 

through the protocol requests to incorporate the parameters 

that square measure variable and depend upon the user input, 

owing to that the mapping between the online and also the 

information vary from one to several. 

II. LITERATURE SURVEY 

This paper proposes a strategy for detection and prevention 

technique. In real world, the organizations are facing the 

problem of data leakage from this survey we conclude that 

the data leakage detection system is largely useful for 

protecting the illegal use of data various industries. So there 
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is need to develop a content inspection method which detect 

and prevent data leaks of important data in the content of 

files or network traffic. Also proposed system is useful to 

detect modifications in data. In future, such systems are 

necessary to detect a data leak of personal, finance 

transaction, online shopping, and social media and so on. 

III. MOTIVATION 

Our proposed system main motivation is we provide both 

side security front-end and back-end. We use the forensic 

analyzer for detecting and preventing, changing the front-

end and back-end data from the attacker. In the past few 

years, there has been a sharp increase in data leakage from 

many organization. According to largest report in 2019, a 

collection of 2.7 billion records were exposed as a result of 

Data Breaches. 

IV. SYSTEM ARCHITECTURE 

 

 
Fig 1. System architecture 

 

This System architecture including the different module 

explains in above, existing applications systems are 

providing one way security for the web applications 

protecting a web applications in terms of interface and at 

database end with proper system designs new model to 

provide the security of the e-commerce web applications 

along with its database in every step. In this system 

following are the modules: 

1. User module 

2. Sales department 

3. Admin module 

V. ALGORITHM 

MD5 Algorithm:  

The main MD5 method consists of 5 steps that’s 

accustomed convert plain text into cipher text that area unit 

as follows: 

Step 1: Append padding bits 

The message is soft so its length is congruent to 448, 

modulo 512. The message is extended so that it is just 64-bit 

shy of being multiple of 512 bits long. Therefore one bit is 

appended to the message and so zero is appended so the 

length is congruent to 448. 

Step 2: Append length 

A 64-bit illustration of the length of the message before the 

artifacts bits were more is appended to the result of the 

previous step. 

Step 3: Initialize MD buffer 

The four-word buffer is employed to cypher the message 

digest wherever every of the 32-bits register is initialized in 

hex, low-order bytes. 

Step 4: Process message in 16-bits word 

The four auxiliary functions are then processed with various 

steps to produce the desired output. 

Step 5: Output 

The message digest is produced as an output.  

MD5 block diagram: 

 

 
Fig 2. MD5 algo process steps 

VI. RESULTS 

This paper presents a method for detection and prevention 

technique to store the data. In this paper we are 

implementing MD5 algorithm so that we can achieve the 

goal of our system. This paper presents how to avoid 

database tampering, front-end and back-end attack and to 

avoid maximum data loss. 

VII. CONCLUSION 

This is an application of modified data detection systems 

means data analysis through unauthorized access. By using 

MD5 algorithm we are restoring and backend DB(SQL) 

queries. In a very excellent world, there would be no have to 

be compelled to reach sensitive information agents which 

will unwittingly or maliciously leak it. And though we have 

a tendency to had a reach to sensitive information, in a very 

excellent world we have a tendency to might watermark 

every object so we have a tendency to might trace its origins 

with absolute certainty. 

VIII. FUTURE ENHANCEMENT 

Any application does not end with single version. It can be 

improved to include new features. Our application is no 

different from this. The longer term sweetening that may be 

product of information outpouring detection area unit 
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providing support for alternative file formats, creation of net 

based mostly UI for execution of the appliance, rising the 

detection method supported user needs, provision of quality 

or accuracy variance parameter for the user to line, creating 

this technique international, implementation of 

straightforward information into real time information like 

amazon. 
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